2/18 



200^ C START ) 



RECEIVE, FROM AND RFID TAG, RFID 
TAG DATA AND CONTENT 
IDENTIFICATION INFORMATION 
RELATING TO DOWNLOADABLE CONTENT 
ASSOCIATED WITH THE RFID TAG 



202^ 



SECURELY SEND THE CONTENT ID 
INFORMATION AND MEDIA PLAYING 
202< DEVICE ID TO A DIGITAL RIGHTS 
MANAGEMENT SERVICE PROVIDER 
(E.G., WEB SERVER) 



SECURELY RECEIVE THE CONTENT 
OR MEDIA IDENTIFIED FROM THE 
CONTENT ID, FROM A REMOTE 
CONTENT SOURCE BASED ON 
APPROVAL FROM THE DIGITAL RIGHTS 
MANAGEMENT SERVICE PROVIDER 



208 -v ( END ) 



FIG. 2 
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504- 



506' 



508^ 



510 ^ 



500 i-v ( START ) 
_T_ 



READ AN RFID ENABLED ARTICLE 
THAT CONTAINS AT LEAST AN 
ENCRYPTED RFID TAG ID AND 
REMOTE CONTENT ID DATA 



AUTHENTICATE THE RFID 
ENABLED ARTICLE 
(E.G., USING DIGITAL SIGNATURE 
IF IT A SIGNED RFID TAG) 



SECURELY SEND AT LEAST THE 
READ CONTENT ID FROM THE 
RFID ENABLED ARTICLE TO A 

DIGITAL RIGHTS MANAGEMENT 
SERVICE PROVIDER (DRM) 



OBTAIN, BY THE DRM, CONTENT 

INDEX DATA, SUCH AS URL'S, 
BASED ON THE SENT CONTENT ID 
FROM THE RFID ENABLED ARTICLE 



OBTAIN, BY THE DRM, DATA 
REPRESENTING AT LEAST ONE 
CRYPTOGRAPHIC DECRYPTION 

KEY FOR DECRYPTING 
ENCRYPTED CONTENT INDEXED 
BY THE MEDIA ID 



CHECK A CACHE OF PREVIOUSLY 
OBTAINED ENCRYPTED CONTENT 
51 2 ^{ BASED ON THE MEDIA ID 
TO SEE IF CONTENT 
ALREADY RETRIEVED 



IF ENCRYPTED CONTENT NOT 
PRESENT IN THE CACHE, THEN 
514 ^ RETRIEVE ENCRYPTED CONTENT 
FROM THE CONTENT SOURCE 
BASED ON THE MEDIA ID 



516 



STORED THE RETRIEVED 
ENCRYPTED CONTENT IN 
THE CACHE 
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DECRYPT THE ENCRYPTED 
CONTENT USING THE DATA 
REPRESENTING THE AT LEAST 
ONE DECRYPTION KEY 



520^ 



SECURELY ACCESS AN ONLINE 
SERVICE THAT IS INDEXED BY 
THE MEDIA ID OR THE 
DECRYPTED CONTENT 



522^ 



PLAY THE AUDIO/VIDEO CONTENT 
THAT WAS OBTAINED BASED ON 
THE READ RFID TAG ID FROM THE 
RFID ENABLED ARTICLE 



( END ) 



FIG. 5 
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608 



DATA REPRESENTING 
INDICIA FROM RFID 
ENABLE ARTICLE 



40 



602 



DATA REPRESENTING ONLINE 
SERVICE CONTENT DOWNLOADED 
FROM ONLINE SERVICE BASED ON 

CONTENT ID READ FROM RFID 
ENABLED ARTICLE 



604 



DATA REPRESENTING 

MEDIA CONTENT 
DOWNLOADED FROM 
MEDIA PROVIDER BASED 
ON CONTENT ID FROM 
RFID ENABLED ARTICLE 
(E.G., SELECTABLE LIST 
OF DOWNLOADED AUDIO 
TRACKS) 



606 

j 



MEDIA PLAYER 
CONTROL GRAPHICS 
(E.G., BUTTONS, 
GRAPHS ETC) 



MEDIA PLAYER DISPLAY 
INTERFACE 



FIG. 6 
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44^ 



E.G., TOP 10 MOVIE 
CARD, TOP 10 SONG 
CARD 




RFID ENABLED 
ARTICLE 
WITH CONTENT ID 

INDICIA (E.G., 
DYNAMIC CONTENT 
ID) 




59 E.G., 3-D OBJECT WITH 
TOP 10 ALBUM 
SUBSCRIPTION 



MEDIA PLAYING 
DEVICE WITH RFID 
READER 



DRM SERVICE PROVIDER 



MEDIA CONTENT 
SERVER 



36 



HTTPS 



407- 



CONTENT MATCHER 
WEB SERVICE APP 



404 



GET CONTENT ITEMS 



"""trusted"! IT ZZ If 



VECTORS 



CONTAINS: 



CONTENT 
REGISTRY 
DATABASE 

CONTAINS: 
-CONTENT ID 
-MEDIA ID 
-VARIABLE 



-346 



-DECRYPTION KEYS& 
-INITIALIZATION VECTORS CONTENT/MEDIA 
FOR EACH MEDIA ID MAPPING TABLE 
(LIST) 



FIG. 15 
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( START ) 



1600- 



1602^ 







RECEIVE RFID TAG BASED 
INFORMATION (E.G., CONTENT ID) 
FROM RFID ENABLED MEDIA 
OBJECT 






FACILITATE ACCESS TO MEDIA 
CONTENT ASSOCIATED WITH A 
STORED PERIODICALLY CHANGING 

MEDIA CONTENT LISTVe.G., 
PROVIDE ASSOCIATED MEDIA ID'S 
OR ENCRYPTED MEDIA TO A MEDIA 
PLAYING DEVICE) 







C END ) 

FIG. 16 
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FIG. 18 
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CUSTOMIZE & 
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KIOSK WITH 
MEDIA GENERATOR 
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FIG. 19 



RECEIVER 
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2000^ 
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WITH SOFTWARE LICENSE KEY 
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FIG. 20 
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FIG. 22 
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